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Notes on Florentis Signature Data

Introduction

Florentis Ltd. has developed a range of softwamdstthat enable the signing of
electronic documents using a suitable digitizeletiab

The signature is typically embedded into the tadgpeiument so that it appears just
the same as conventional paper-based signature:

Ref Mo, demo-data-01 Form Yersion 1.00
Agency Mumber 1234

Proposal for Life Assurance
Single Premium | Recurrent Single Premium

WWARMIMG: STATEMENT PURSUANT TO SECTION 2505) OF THE MSURANCE ACT (CAP 142), ¥ OU ARE TO DISCLOSE M THIS PROPOSAL FORM
FULLY AMWD FAITHFULLY, ALL THE FACTS WWHICH O KNCWY QR QUGHT TO KMOWY, OTHERVISE wOU MAY RECEIYE MOTHING FROM THE
POLICY.

Personal Details of Life to be Assured

Full Hame {According to Passport / Birth Certificate)

‘fu\l-name

Title Gender Married

‘Mr. | |ma|e Yes Ho |:|

Signature of Client

W
lA/ Token required: E
-

Wrd S
Iy acoe e s and conditions
1433 15 May 2006

*** YOU HAVE COMPLETED THE PERSONAL DETAILS OF LIFE TO BE ASSURED PLEASE PROCEED TO THE HEXT SECTION ***

Figure 1 Electronic signature on document

In fact, the electronic signature consists of farenthan just the image. A wealth of
additional information is stored with each signat@and can be used for different
purposes. This document gives an overview of ttpeagure data and its uses.

Electronic Signature Data

When signing on paper the pen leaves a continuaik df ink that forms the
signature image:

A digitizer tablet works very differently, by reabng the position of the pen at
frequent intervals, measuring the x (horizontalyl gn(vertical) positions at each
point:
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To display an electronic signature the software tnduaw a curved line that passes
through all the points, thus rendering an imprassibthe signature on the screen or
when printed.

For many applications the point information is #@at is needed, but the digitizer
provides much more detailed data which is alsoestavith the signature. The most
important is the time information. Every point imet signature is recorded with its
precise time measured to an accuracy of less th#mowsandth of a second. The
timing information makes it possible to observe thection of the pen movement
and to infer the speed and acceleration at eadtigros

Some digitizers provide additional information th&tconsidered less important and
may not be supported by all makes or types of phc includes:-

Pressure Actually the force applied to the nithefpen
Inclination  The angle between the pen barrel artoal
Orientation  The plan-direction of the pen from thie
Twist The rotation of the barrel during signing.

The Florentis Signature Components always colléthe available data from the pad
being used.

Forensic Signature Data

An important objective in the design of the Florei8ignature software was to ensure
that the electronic data is superior to inked digess on paper. The forensic strength
of the data is of paramount importance, and mdaatstihe data-collection philosophy
differs in many respects from competing signatechihologies.

A key principle is that during the collection ofetlsignature the software stores the
data exactly as it is supplied by the device. Eype of data (i.e positions, times,
pressures etc) is collected with metric informatighich describes the units being
used by the device, and this is stored with the paut data to allow the conversion
to true units when required. The advantage of thighat the accuracy of the
information is determined by the device and canhet compromised by the
conversion process.

In addition to the pen-data, contextual data isecteéd and stored with the signature.
This includes:

e The name of the signatory
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* The date and time at which the signature was given

* The reason for signing.

* The make and type of digitizer being used

* The type and version of the digitizer driver beusgd

* The type and version of the operating system otlieat PC being used
* The Network Interface Card address of the PC

* The hash type and data used for the o documeng bagned (if used)

* The hash type and data used to control the inyegfithe signature data.

Some of the forensic data can be accessed andhyksblusing the published API
provided with the signature tools. For detailedefmic analysis Florentis has
developed the SignatureScope application whichnisnded for use by Forensic
Document Examiners.

™ Florentis SignatureScope
File Wew Options Signature Window Help

. D0
A Ll

W Description Data
Signatory name Unknown Signatary

Date and time zigned  2006-05-15 10:03:10

Feason for signing Test Signature

Digitizer type ePad:0COCOCOC-0COC-0C0C-30 00-04071 01040520
Digitizer driver 00400;interlinkelec;'ePadll USB,7.01 - s Wed Feb 15 13:50:48 2006
Operating System Microsoft;\Windows =P Professional 'Service Pack 2'5.01.2600
Network Interface Card  DO0EOCE57023

W Digitizer Metrics: 1, WHayes-001.fss

" Digitizer Pen

e Data type Minimnum b aimum Units Origin

Index  Stroke 9 % Coordingtes O 32767 9361 per inch Left

0 0 Y Coordinates [0 32767 16367 perinch  Top e ——
Timing data 0 Unknown mit 1000 per zecand i | | [

1 o | |
Sample Interval 100 Fate BE 75T @ VIE.F A

z il 1

3 s Pres_sule . ] Llnl_q:mwn

" a Signing Line [4631, 21747] [28066. 21747] Digitizer

5 a

5] a 313 2904 14052 S0

7 i) 314 2949 14093 50

5] u] 315 3021 14180 o1

9 u] 316 3164 14343 53

10 [u] 317 3zZa6 14605 49

11 i} 318 3402 15115 51 3

12 il 319 3518 15652 53 time (rns

13 a 320 3632 16268 55 &

Data Storage

Signature data is stored using the Florentis SteelaBignature (FSS) format. Each
type of data is stored in the form of a binary-ipeledent stream, so constructed that it
can be read on any computer platform irrespectiveraprietary dependencies such
as byte ordering.

The use of data streams is important because thew #orward and backward
compatibility. When the data is read unrecognizegbsns are simply ignored without
causing a problem; this means that new streamgeauded and still handled by old
applications. Similarly new applications can reétl data — an important attribute for
legal documents which may need to be stored foaakes:

The streamed data is held in a nested structutleistsated in the diagram below:
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Document Hash

Forensic Signalure Supplementary
Data Data

Contextual Data

Integrity Hash

Supplementary Data Hash

Stream-store check-sum

Figure 2: Signature Data Structure

Signature Data Size

The size of the signature data is variable and mi#gperimarily on the duration of the
signature; data points are collected at fixed watksrand so the number of points that
must be stored is proportional to the overall tialeen to sign. This aspect can also be
heavily influenced by the rate of data collectiparticularly as some pads now allow
the rate to be configured and set as high as 4bfisgeer second.

The size will also depend on the presence of oplidata streams such as pressure
and pen angles.

As a guide a typical signature comprising X, Y, éirand pressure information

collected at 100 points per second (the most comineguency) will occupy between
1 and 2 kilo-bytes when stored in binary form.
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