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Executive Summary

Legidative changes are currently being contemplated which will (if enacted) affect thelaw in
Audrdiain relation to dectronic transactions. There are currently Bills before the
Commonwedth Parliament, and & least the Victorian State Parliament, dedling with
“paperless’ transactions and digital Sgnatures. The effect of such legidation, if enacted ona
reasonably uniform basisby dl States and Territories, and the Commonwedth, will be to
fecilitate the use of systems such as the PenOp signature.

In relation to the general law concerning the use of signatures, and “paperless’ transactions,
Augrdiadifferslittle from England. A dgnatureis till awiddy used and reedily accepted
method of sgnifying an intention to be bound by an agreement.

Unless there are specific requirements for a document to be in “writing” (in the traditiona
paper based sense), or for documents to be in a particular style or form, then whether or not
the parties chose to make their transaction purdly dectronic, with adigital Sgnature, isa
matter for them. This may however have evidentid consequencesif a document is sought to
be relied upon in Court proceedings. Whilst the various Evidence Actsin force in Audrdia
al dlow “Business Records’ to be admissible notwithstanding the common law rules of
hearsay, drictly proving certain eectronic documents under the Acts may be time consuming
and expensve. Thisis however the case with any purely dectronic document that evidences
an agreement.

The PenOp signature system may aso be chalenged as to authenticity of the sgnature or the
integrity of the data that comprises the document to which the signature has been applied. It
then becomes a matter for the relevant Court to decide on the available evidence, whether
there is sufficient evidence to discharge the burden of proof required to establish the
authenticity of the Sgneture or integrity of the document.

Overdl, on the materid avallable to us, it gppears the PenOp system has a number of
features which if proven to be effective ought to enable alegdly vaid transaction to be
entered into by using the PenOp signature. However, every intended use of the system
would need to be consdered in the light of specific regulatory or legidative requirements.
Advice will be required asto the capacity of the PenOp signature to meet such requirements
on acase by case or industry basis.

We note that proposed legidation will if enacted facilitate € ectronic commerce and the use
of digital Sgnatures such as the PenOp system.
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Introduction

This paper iswritten to provide generd overview of the legdity of the PenOp signature for
the purposes of Audrdian law.

In writing this paper, regard has been given to two prior opinions, namely areport by Mr
Benjamin Wright “ The Legality of the PenOp Sgnature” (“the Wright Report”)in
relaion to the position of the PenOp signature under United States law, and the report of Dr
lan Walden “ Legal Aspects of the PenOp Sgnature under English Law” (“the
Walden Report”), which dedswith the English legd postion.

In the Wright Report, there is a detailed summary of the functioning of the PenOp system,
and PenOp application. There is amore truncated description given in the Waden Report.
We have relied upon the accuracy of these descriptions of the method of operation of the
PenOp sgnature system in preparing this paper. It isnot proposed to repest the technical
detals in this paper; rather we shdl endeavour to give an Audirdian legd perspective to the
proposed PenOp signature. Accordingly, this paper isintended to be read in conjunction
with the Wright and Walden Reports, dthough it is aso written as a separate paper.

The importance of technology such as the PenOp system liesin its capacity to facilitate
electronic trade and transactions by providing a degree of certainty and security to the
partiesinvolved. E-commerceis often conducted at a distance, with parties who may well
be in completely different countries, who never see each other or even speak to each other.

Neverthdess, until recently most commercia transactions involving the crestion of formal
legd relations (ie a contract) have been “paper based”, with the agreement being heldin a
physical form. Legd rulesrdating to the formation and enforcement of agreements have
been relatively easy to modify to suit the use of technology such as photocopiers, telexes,
and facsmile machines: these technologies remain essentialy paper based.

The PenOp sgnature, which operates eectronicaly yet il retains the “ handwritten”
ggnature, may provide a useful manner of alowing fully eectronic or paperless transactions,
while dill retaining the familiar manner of Sgning a*document” to Sgnify assent. This paper
consdersthe lega implications of utilisng the PenOp signature for commercia transactions,
from an Audraian legd perspective.
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Signatures - Basic Characteristics

A dgnaure, initsmost basic form, is essentidly no more than a mechanism confirming assent
to adocument or proposal. For the large mgjority of ordinary consumer transactionsiit is not
required. Agreement is based upon no more than the payment of the price asked for a
particular item or service that has been requested. However many commercid transactions
require agreat dedl more certainty than either an ora or implied agreement isable to
provide, and the best way to provide such certainty is to reduce the agreement to awritten
form.

For asgnature to perform its basic task (confirming assent to a document) it is not necessary
that a signature be legible or a complete name; amark is acceptable if a person is unable to
write; and the signature or mark may be gpplied a any place in adocument provided it is
clear that assent is being given to the entire document.*

Traditiondly a Sgnature has been gpplied to paper using ink or some aternative means of
marking that paper.? What is acceptable as a signature has changed to sit the means of
doing business, which takes into account advances in technology. For example, a rubber
stamp is effective as a Sgnature provided it is an authorised application of that stlamp® The
Courts also have recognised documents verified by afacsimile signature.* There are
potentially some evidentia problems crested by the acceptance of afacamile Sgnature as
verification of assent, mainly due to the fact that the placing of the Sgnature was not
witnessed (generdly) by the recipient. Any such problems can be minimised by basic
checks, such as the facsmile number from where it was sent, and by atelephone cdl to the
person sending the facamile.

Thefollowing isasummary of the various legdl and physca characterigtics of Sgnatures:
@ that it is“bonded” to (or not able to be separated from) the paper or document;

(b) it isidentifiable with a particular individua, and reproducible eesily by that individud
(and preferably only that individud);

(© the signatory must intend to be bound by the cortents of the document at the time of
sgning,

(d) it iseadily recognised by third parties for what it is, and what it means (an intention to
be bound);

See Morton v Copdand (1955) 139 ER 861; Baker v Dening (1838) 112 ER 771; Durral v Evans (1862) 158
ER 848.
For the purposes of this report we do not intend to discuss the execution of documents under seal. We
refer generally to the article by Peter Shafron“ Valid Execution of Documents’ (1990) 65 Law Society
Journal 62.
This proposition was affirmed in Australiaas early as 1884: see R v Moore, ex parte Myers (1834) 10 VLR
322.
Seefor example Molodysky v Vema (1989) NSW Conv R 55-446.

4
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(e it can be located anywhere in the document unlessthere is a contrary legidative
requirement;’

® does not matter what kind of mark is made provided it evidences the intention to be
bound;

()] arubber stamp or other mechanical means of affixing the mark will suffice, subject
however to contrary legidative requirements,

(h) there is no requirement for asignature to be indelible. Pencil will be acceptable, and
it has even been suggested that |lemon juice which only appears as writing when
hested will be avalid medium of signing a document.’®

Whatever the manner of affixing a“sgnature’ to a document, it must achieve the core
function of binding the signatory to the contents of the document (beit stored
eectronicaly or in physicd form). Further, provided there are no vitiating circumstances, it
ought to do this irrespective of whether or not the sgnatory has actudly read the entirety of
the document.”

If these are the essentid physicd and legal characteridtics of atraditional signature, it ought
not to matter whether the signature is used for atransaction that is purely dectronic (although
capable of being printed in hard form if required). These characteristics and requirements
are cgpable of being stisfied eectronicdly.

For example, certain documents such aswills have formalities as to where they must be signed.
See Shafron (suprand) at 62.
ThisisareferencetotheruleinL’Estrangev Graucob [1934] 2 KB 394, to the effect that a party who
choses to sign adocument may be bound by its terms, notwithstanding he has not read it.
5
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Digital Signatures- General

In this paper, we use the expression “digital Sgnature’ interchangeably with “eectronic
ggnature’. A “digitd signature’ is so described because data transmitted electronicaly is
transmitted as a stream of digitd information. The object of adigitd Sgnatureis not to
encode or decode the text of amessage. Encryption devices are available, and these can be
used by parties who are concerned to ensure that the full contents of a document are kept
confidentid. However, for most general commercia purposes, encryption is too expensve,
and requires too much computing power to be warranted.

A digitd ggnature involvestaking a*“sample’ of the message to obtain a“fingerprint”. This
process is known as “hashing”. It is the hash value® of the message that is encoded, and
decoded as part of the digital signature verification process. If the two values match, ie the
decoded hash of the digita Sgnature matches the value sent, then it isafair inference that the
message has not been interfered with. Thisis because the hash vaue of amessage will
changeif there is any dteration whatsoever to the data thet is hashed. We will examine the
mechanism that PenOp usesin more detail |ater.

The basic legal and practical issues affecting commerce involving eectronic transactions (and
hence digital Sgnatures) are:

@ Therisk of there being interference with the data. Thisis effectively a concern that
what is received does not match what is sent. Alternatively, that datais not sent
from the party from whom it purports to have been sent. A digital Sgnature can
provide atechnicad means to authenticate (in some circumstances) not only the text
of the message, but dso its author.

(b) Incompatibility with present laws is another issue. Thereis no doubt that eectronic
transactions, and digita signatures, are not dways going to comply with statutory or
other legdl requirements. At least in Audralia, severd legidative reponses are
currently being proposed to ded with many of the issues of compliance with
dtatutory requirements. In order to be legdly satisfactory, dectronic
communications ought to be admissible as evidence in legd proceedings, stisfy
Satutory or other formal requirements, and comply with any obligations for record

keeping.

(© The applicahility of established lega rules concerning the formation of contracts.
Such issues relate to the legd rules that have been developed over time determining
the rights and liabilities of partiesin commercid reaionships, such asthetime and
place of the entering into contracts. Certainty as to such mattersis especidly

8 The Wright and Walden Reports refer to the “hash value” asthe “checksum”. These are different expressions
used to describe the same thing, which isastring of data. Thisisitself encrypted asa“signature” for that
document, which uses far less computing power that a full document encryption.

6
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important where transactions are internationd, and two or more completely different
legd systems may be involved.

Any or dl of the above matters may concern traders, and others who may wish to utilise
digitd sgnature technology. Before committing to implementing adigital Sgnature system a
person or company will need to ensure that it not only performs the required task of
demongtrating assent to a document, and possibly verification of the sgnatory, but aso that
its use will be acceptable under the various acts and regulations that govern business of the
nature contemplated. Such checks should extend to considering the legd requirements for
the formation of an enforceable contract in other jurisdictions is which business may be
conducted.

That said, under the genera law and leaving asde any specific legidative requirements, a
digital sgnature is perfectly capable of being accepted as aSgnature. In many respects, its
features closdly resemble atraditional Sgnature, in that:

@ the “fixing” of adigita Sgnatureis perfectly capable of evidencing an intention to be
bound by the contents of a document;

(b) it can be “attached” to the document in such away (eectronically) that separation
from the document is not possible;

(© it isableto be “person specific’, athough the hash will, of course, be different for
each and every document; and

(d) it is capable of providing a degree of security, at least to the same leve asthat
afforded by aphysica signature.

In short, there is no practica reason why adigital Sgnature such as that offered under the
PenOp system is not perfectly capable of fulfilling the basic requirements of a“sgnature’ as
amatter of generd law.
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Digital Signatures- Current Australian L egislation

Audrdiahas basicaly “tiered” system of government, with the most important “tiers’ being
the Commonwealth, and the various States and Territories that together comprise the
Commonwedlth. Upon Federation in 1901, the States conceded certain legidative functions
to the Commonwedth. However, the States retain sgnificant law-meaking ability. Further,
thereis nothing to prevent a State Government and the Commonwealth Government from
making laws which cover the same ground, provided the laws are within power. Such
legidation may conflict. In the event of a conflict, the Commonwedlth legidation is taken to
preval. Given the reatively complex legidative framework thet existsin Audrdia, it is not
proposed in this paper to provide a detailed analysis of dl the possible Acts which may
inhibit the use of eectronic Signatures, or which may permit the use of dectronic Signatures.”

There are two principa ways that the proposed PenOp digitdl signature software may
interact with existing Audrdian legidation. Thefirst such way iswhere legidation specificaly
requires that a Sgnature be provided (for example atax return, or on ahill of sde, or a
cheque). The second isamuch more genera requirement for certain commercia contracts
to bein writing. The best known example of this, isthe Statute of Frauds, first enacted in the
United Kingdom in 1677 and received as law into the States of Austraia™® It has been
suggested by at least one author that although there are no decided cases as to whether or
not adigital sgnature would be sufficient for the purposes of the Statute of Frauds, it ought
satisfy its requirements.™ The reasoning behind this assartion is that the name of the
signatory can be accessed via an dectronic certificate.™

Acts may contain specific definitions of “document” or “writing”. For example, one such
Commonwedlth Act, the Corporations Law, has definition of “document” which specificaly
includes computer disks and tapes capable of reproducing images or writings, and it aso
defines “writing” as including any mode of representing or reproducing wordsin avisble
form.

In circumstances where Acts have no specific definitions as to what is a“document” *2 and

what is, or isnot, “writing”** the various Evidence Acts and Interpretation Acts (both State

10

11

12

13

Some work is currently been undertaken in the area of identifying acts which have requirements for
signatures and which may or may not be amenabl e to having those requirements fulfilled by way of a
digital signature. Seefor examplethe analysis of legislation referred to in Sneddon“ L egislating to
Facilitate Electronic Signaturesand Recor ds. Exceptions, Standar ds and the | mpact on the Statute
Book” (1998) 21 UNSW Law Journal 334, in particular at 354 ff.
Imperial Act 29 Charles |l Chapter 3. At the time of its enactment, the Statute of Frauds was concerned
to prevent “fraudulent practices’. It wasto some extent a creature of its day, as at thetime it was
enacted the plaintiff and the defendant were not competent witnesses.
See McCullagh, A; Little, P; & Cadlli, W: “ Electronic Signatures: Under stand the Past to Develop the
Future’ (1988) 21 UNSW Law Journal 452 at 459.
In thisregard, the PenOp system is manifestly more convenient than atraditional digital signature, in
that the name of the signatory is capable of being displayed, and printed in documentary form if
required.
The Evidence Acts of each the various States contain definitions of “document”. For alisting of these
definitions, see“TheLawsof Australid’ (The Law Book Company) Part 16.5 para?.

8
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and Federd) will usualy provide adefinition. For example, for the purposes of
Commonwedth legidation which does not specificaly provide such definitions, the
Interpretation Act 1901 (Cwth) provides a definition of “document” which is very much tied
to aphysica form, beit paper or recording. It may be wide enough to encompass data
generated from a computer system, and in any event the definition is referred to asbeing
inclusive, and not absolute.

It must dways be a matter for an individual user to determine the gpplication inwhichitis
intended to apply the PenOp signature method, and verify that such an gpplication will be
lega according to whatever statutes and regulations govern the activities being undertaken.
At present, given the number of statuesin force in Audtraia, both Commonwedlth and those
enacted by the separate States and Territories, this can only be done on a case by case or
industry by industry basis™

Neverthdless, this processis likely to be smplified in the future, if proposed legidation is
enacted. A Bill is currently before the Commonwedth Parliament, being the Electronic
Transactions Act 1999 (the“ETA”). The ETA isbased to asubstantial degree upon
the United Nations Commission on Internationa Trade (UNCITRAL) Mode Law on
Electronic Commerce of 1996. It isyet to be passed into law in Austrdia. It is expected
that the various States and Territories will enact “mirror” legidation to ensure that the laws
apply to the great mgjority of transactionsin Austrdia'®

If the ETA is enacted, it would dter existing Commonwesdlth legidation to the following
effect:

@ to ensure that a transaction currently valid under existing Commonwesdlth legidation
isnot invaidated only by reason of it being conducted by means of one or more
eectronic communicetions,

(b) to provide that any requirements under alaw of the Commonwesdlth asto:
(0] giving informetion in writing;
(i) providing a Sgnature;
(i) producing a document;

(iv) recording information; and

14

15

16

“Writing” is defined in various ways by each of the State and Commonwealth Interpretation Acts.
Thereisacommon thread in all the definitions, that isthat “writing” involves a mode of representing
words or symbolsin avisible form.
For an example where detailed consideration has been given to the legal efficacy of a specific type of
transaction in circumstances where it may be conducted electronically, see Gamertsfelder: “Electronic
Billsof Exchange: Will the Law Recognise Them?” (1998) 21 UNSW Law Journal 566.
Most commercial transactionswould not be subject to Federal laws of arelevant nature, and so the
enactment of uniform State legislation is most important to the success of the law reform process.

9
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v) retaining a documen;
can be met by appropriate eectronic forms; and

(© thet the purported sender of an eectronic communication is bound by it for the
purposes of alaw of the Commonwedth only if the communication was sent by the
purported sender or with authority of the purported sender.

The proposed legidation has specific provisions reaing to any requirement for a signature.™’
The proposed legidation provides that adigital Sgnature will satisfy any sgnature
requirement under alaw of the Commonwedth if:

@ amethod is used to identify the person and to indicate the person’s gpproval of the
information communicated; and

(b) having regard to dl the rlevant circumstances at the time the method was used, the
method was as reliable as was appropriate for the purposes for which the
information was communicated.

The notes on the Bill published by the Commonwealth Government say that the proposed
legidation in relaion to Sgnaturesis intended to be “technology neutrd”. 1t isintended that
by drafting the legidation in this manner, further developmentsin rdation to digitd Sgnatures
can be accommodated without further legidative change.

The notes dso specifically state that there is no requirement that the sgnature method be
contained in the eectronic communication itself. However, it must satisfy the other
requirement, such as being capable of identifying the identity of the person gpplying the
ggnature, and sgnifying the gpprova of that person to the contents of the document.

We emphasise that the ETA does not operate to validate a transaction that would otherwise
beinvdid. For example, if atransaction is not properly executed, or is executed without
authority, then it may beinvalid. The ETA doesnot dter thispostion. All the ETA doesis
provide that atransaction is not invalid by reason only of it being eectronic or partly
electronic.

Other than the Commonwedlth, at least one State is also proposing to enact legidation will
affect the proposed PenOp system. In Victoria, the Victorian Electronic Commerce
Framework Bill is currently being consdered. ThisBill dso makes provison for the
recognition under Victorian law of eectronic Sgnatures, which is defined to mean a process
gpplied by the person to a document in eectronic form that servesto authenticate the
document by that person, and contains acknowledgment that the document is being Sgned.

17

There are however exemptions from the general provision relating to digital signatures, to the effect that
regulations may exempt specific acts from the general provisions, and also Rules of Court are exempted
(although the Courts themsel ves can modify their rulesto accept digital signatures).

10
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Although it does not mirror the ETA, it nevertheless would serve much the same purpose (if
enacted).

Like the proposed Commonwealth Act, there are exceptions to the uses for which eectronic
or digitd sgnatures can be put, specificaly in relation to wills, trusts, powers of attorney,
afidavits, court processes, or negotiable instruments.™®

Until legidation such asthat discussed above is enacted by the Commonwedth and the
States and Territories, users of PenOp will need to seek specific advice as to whether the
use to which the system isintended to be put is likely to be affected by any Actsor
Regulations. This degree of detail cannot be provided in a paper such asthis. the important
point to be made is that any requirements of both Commonwedlth and State legidation will
need to be researched and addressed before commencing to use the PenOp (or any other)
System.

For amore detailed summary of the proposed Victorian Bill, see Sneddon (supran9) at 343-345.
11
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Specific Aspects of the PenOp Signature

The information that we have concerning the operation of the PenOp signature is derived
from brochures provided by PenOp, and the descriptions found in the Wright and Walden
Reports. It is not intended to reproduce in detail the comments made in those reports asto
the operation of the proposed PenOp signature. However to enable this paper to be read
without reference to those other materias it isimportant that it provides a brief description of
PenOp’s manner of operation, and its essentia characteristics.

From the user’ s point of view the PenOp system is designed to be the digital equivaent of
writing asignature on a piece of paper. It permitsauser of the system to Sign his or her own
name, in hisor her own handwriting. This Sgnature iswritten using astylus upon adigitisng
pad. Fromthe users point of view, the “Sgnature’ isnot adigita Sgnature, but an actua
ggnature. Thisisthen converted to adigita form.

There are two essentid features of the PenOp sgnature. Thefirst is called the “ Sgnature
Capture Service” (SCS). This occurs when the person sgns his or her name on the
digitising pad (or the screen)™®. The SCSworks in conjunction with software which prompts
the user to complete the various steps involved in gpplying his or her Sgnature. It comprises
the following basic steps:

@ the SES receives information to verify the user iswho he or she clamsto be;

(b) the PenOp system then produces what is known as the “ Gravity Prompt”. This
feature indicates the purpose for which the signature is being captured, and may
refer to the eectronic document that is being associated with the sgnature; and

(© the signature is then inscribed by the signatory on a pad or the screen.

The“Gravity Prompt” isavery important feature. We are informed that the particular
wording of the Gravity Prompt isintended to be determined by the developer of the
particular gpplication. The wording of the “Gravity Prompt” may well change depending
upon the specific legd requirements of certain types of documents. Thisisobvioudy a
matter upon which individua users should seek separate advice, as the wording of the
Gravity Prompt forms part of the process by which an intention to be bound is evident, and
50 has lega consequences.

When the sgnature is inscribed, and confirmed, the software samples the signature,
measuring its size, shape, relative positioning of the curves etc, and even the rlative speed at
which each fegture isimparted. The statistics that are thus produced are caled the * act-of-

19

On the information available to usit appears that the inscription of the signature does not necessarily
require adigitising pad. The signature can be inscribed directly upon awindow on the computer’s
screen.

12
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ggning gatigtics’. Once the Sgnature is approved, the SCS then hashes the document to
which the Signature is “affixed”, to produce the digital signature for that document.®

The PenOp software goes further than this. 1t uses the act- of-Sgning gatidtics, thefirst hash
or digitd sgneture (which relates to the specific document), and other information such as
the date and time of Sgning, the identity of the machine, the clamed ID of the user, the
words that appeared in the Gravity Prompt and (as an option) the data reflecting the graphic
image of the user’ s Sgnature, and computes a second hash vaue or digital signature, in
respect of all of thisinformetion.

The information referred to above, together with the second hash vaue or checksum, is
encrypted to generate what PenOp refersto as a“Biometric Token”. A find hash of the
integrity checksum is caculated and incorporated into the Biometric Token. The entire
Biometric Token is then encrypted and subsequently stored.

The generation of the Biometric Token in this manner links not only the signature and the
document, but also the person to the signature. Whilst we do not have the capacity to
comment on the technica aspects of the security of this system, from alegd perspective,
provided evidenceisled as to the manner of operation of the system, and that evidenceis
accepted by a court, the production of the Biometric Token ought to present a very secure
link between the Sgnature and the document. Retaining the optiond image of the Sgnature
may well add to the weight of evidence that can be presented to prove (or disprove) the
ggnature, asit isin aform (handwriting) that the Courts will find familiar.

Thereis aso a second festure to the PenOp system which can be implemented if required.
Thisfeatureis caled the “ Sgnature Verification Service” (SVS). The process we have
described above, which generates the Biometric Token and then encrypts the data, provides
asecure link between the signature and the document. 1t does not necessarily answer the
question: is the person who clams to be Mr Jones or Ms Smith actualy that person?

The SV S depends upon previous data for its operation. 1t works by evauating whether a
particular Biometric Token matches the act of Sgning the statistics that have previoudy been
stored. It will then produce afigure representing the percentage of the most recent sgnature
that matches the earlier stored data. As was pointed out by Dr Walden, verification is not a
requirement for legal vaidity and any organisation making use of the PenOp system ought to
separately consider whether or not such afesture should be implemented.

The principa use to which the PenOp system islikely to be put (and there are a variety of
uses for this software which go beyond verifying a document) is by the attachment of the
Biometric Token to a document to evidence a“signature’ or assent. With gppropriate

20

In the papers of Mr Wright and Dr Waldren, the hash value isreferred to as a checksum. Both
expressions refer to the string of datathat represents the contents of the electronic document.
13
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evidence and expert advice, which will be discussed in more detall later, this should be
sufficient to verify that a particular Sgnature was attached by a particular document.

It will leave open for dispute whether or not a particular person “signed” the document. The
SV'S process may provide probative evidence of the identity of the person signing the
document, however this depends upon the data thet is utilised as the basis for the
“comparison”. Again, we will discuss thisin more detail in the next part of this paper, which
looks at the legdl issues arising from the PenOp system as described, and in particular the
admissbility of evidence.

14
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The PenOp Signature: Evidence

An essentid part of congdering the commercid utility of any digit Sgnature system,
including the PenOp system, isto consider whether or not this operating system will be
accepted as evidence in the Audtralian Court’ s system.

In Australia, like the United States, there are both State and Federal Courts. Thisis because
there are certain matters which are within the legidative power of the Commonwedth.
Federd Courts generaly ded with such maiters. Examples include immigration, customs,
international obligations, certain aspects of taxation and socia security, defence

procurement, corporations, and many others. In the State Courts, there is a hierarchy, with
the Supreme Court being at the top, followed by Disgtrict or County Courts (depending of
the State), and the Local Courts at the botton?™.

Jurisdictiond limits to the powers conferred on the lower Courts vary from State to State.
Further, the forms used and procedures adopted vary significantly between the courts both
within the hierarchy, and between the States, which can often have a substantive impact
upon the rights of parties?. Under the Australian legd system, it is perfectly possible for
States to have different approaches to different legd issues. Likewise the Commonwedlth
can have a different gpproach. However, in relaion to the admissibility of evidence, it isfair
to say that thereis generdly a high degree of correlation between the Courts of the States
and the Commonwedlth. In other words, if evidence is admissble in one State Court, it is
quite likely to be admissblein every other State Court, and aso in the Federa Court.

There are two basic sources of law regulating the admissibility of evidence. Oneisthe
common law (or Judge made law), and the other is statutory. This latter source of law is
principaly found the various Evidence Acts that gpply to the particular States, and to the
Commonwedth. The Commonwesdlth, and certain States, have recently revised their
Evidence Acts, to improve the usesbility of the Act, in proving documentary transactions?

Therefore, in order to condder the admisshbility of a document that exists eectronicaly
consderation needs to be given to the common law position, and aso the operation of the
various Evidence Acts.
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There are several other statutory tribunals given the capacity to hear specific disputes, including the
Administrative Appeals Tribunal, the Commercial Tribunal, and the Small Claims Tribunal. Rules of
evidence tend to be morerelaxed in such “quasi judicial” tribunals.
Therules of the Courts, for example, may affect the capacity of a plaintiff to commence proceedings
outside the limitations period. Differing rules have in the past resulted in “forum shopping” to obtain
an advantage for certain litigants.
For example, under section 48(1) of the Evidence Act (Commonwealth), it is possible to tender a
document that is stored in such away that it can only be retrieved by use of adevice (such asa
computer and printer), by tendering a document that has been produced by such adevice. Therefore, if
the documents stored are “Business Records’, then by reproducing them in physical form, they ought
to be ableto be tendered as evidence before acourt. It will still be necessary to comply with the
requirements for the proof of Business Recordsunder that Act.
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7.6

1.7

7.8

7.9

7.10

7.11

7.12

Before looking at these issues, we point out that the principa evidentid problem lies with the
document being created and held in eectronic form, rather than with the PenOp signature.

In order for the PenOp signature to be considered by a Court, the document to which it is
attached must be admitted into evidence. Problems relating to the admissihility of eectronic
documents are ubiquitous, not confined to e ectronic documents utilising the PenOp
sggnature.

Common Law

At common law, it is difficult to prove the contents of a document generated eectronically.
This however depends upon the contents of the document sought to be proved. Generdly,
facts asserted in documents such as computer records cannot be proved by producing a
printout from the computer. Thisis only hearsay evidence of the facts contained in the
document. Reather, awitness to the facts must be cdled. Obvioudy thisisdifficult if not

impossble in many cases.

Thereis apossble exception to thisthat may be rdevant: that is, where acomputer is used
to record and retrieve data that is not supplied by a human source. If the computer acts as
no more than arecording device, like a tape recorder, then the data may be admissible
without a witness to affirm the facts.

Overdl, it isdifficult to prove the contents of eectronic documents under the common law,
because of the hearsay rules.

Evidence Acts

The various Evidence Acts dl have provisons raing to the proving of “Business
Records’ . Generaly, aBusiness Record is a document produced in the course of a
businessthat is the product of a particular procedure, often involving mechanica entry of
data with subsequent processing by acomputer. The various provisions these provisons
alow documents to be proved as a Business Record despite the hearsay rule, which may
otherwise operate to prevent computer generated documents being admitted into evidence.

However the admissibility does not determine the weight to be given to the document. A
document may be admissble as a Business Record, yet accorded little weight because of
evidence that the information may not be accurate.

Despite the provisions of the various Evidence Acts, it can sill be difficult to prove a
computer generated document as a Business Record, with some jurisdictions being more
difficult than others. The provisionsin the various Evidence Acts are not identica and in
some cases quite dissmilar between States. 1t is not gppropriate for usto set out the
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Evidence Act 1995 (Cwth) s69 (appliesto the ACT); Evidence Act 1906 (WA) s79C; Evidence Act
1995 (NSW) s69; Evidence Act 1977 (Qld) s93; Evidence Act 1929 (SA) s45a; Evidence Act 1910
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7.13

7.14

7.15

7.16

7.7

procedures that must be followed, and the requirements that must be met in order to
“prove’ (have admitted as evidence) a computer generated document on a State by State
(and Territory) bass. Materids and commentary on such issues can be found in “L aws of
Australid’ and other similar publications®

South Augtrdia, Queendand and Victoria have specific provisonsin their Evidence Acts that
regulate the production of computer generated documents?® Again, advice should be sought
on acase by case basisin respect of these provisons.

The essentid point to note is that until changes are made to the laws governing the
admissbility of evidencein Audraia, there will dways be the potentia for objectionsto be
taken to the production of computer generated documents as evidence in Court
proceedings. If objection istaken, the difficulty of proving the document varies between
jurisdictions.

The use of the PenOp signature is only one aspect of the matter. PenOp merely provides a
method of ensuring (asfar asredidticaly possible) that the document retainsits integrity (ie. it
has not been tampered with), and it was signed by a particular person and so the terms have
been accepted. If objection is taken to the admissibility of the entire document becauseit is
electronicaly generated, the PenOp signature does not necessarily add to the burden of
proving an dectronic transaction that may dready exist. Rather, with proper evidence of the
operation of the system, a Court may be better informed about the probability that a
document has not been modified or tampered with, and that it has been “signed” or agreed

to by aparticular party.

Thereis however, dways the possibility theat the defendant to an action can challenge the
authenticity of a document, even if it is otherwise admissible as a Business Record. Thistype
of challengeis open to a defendant irrespective of whether or not a document is generated
from computer data, or iswritten on paper and issigned inink. If such achallenge wereto
be made, proper evidence in admissible form would need to be lead as to the operation of
the PenOp system, and in particular the generation of the Biometric Token. This evidence
would then be assessed by the court or tribund, and it would form aview as to whether or
not the document was admissible or not.

If the authorship of the Sgnature inscribed under the PenOp system was chdlenged, and the
author was sought to be verified by the SCS system, then further detailed evidence would
need to be lead as to the operation of this system, and its reliability and accuracy. We can
not comment on the technical aspects of this, save as to note that the capabilities of any
technica system are always open to be questioned.
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(Tas) Pt 111 Div 2B; Evidence Act 1958 (Vic) s55; Evidence (Business Records) Interim Arrangements
Act 1984 (NT) ss1-22;
Lawsof Australia(supranl3) at part 16.6; Crosson Evidence (Australian Edition) esp. at 35185-
35370.
Evidence Act 1929 (SA) s45a; Evidence Act 1958 (Vic) sb5B(7); Evidence Act 1977 (Qld) s95
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7.18

7.19

7.20

That said, one of the available features of the PenOp system, as we understand it, isthe
ability to reproduce the actua sgnature, rather than merely astring of numbers or |letters
which represents the checksum. Courts are used to dealing with disputes as to the
authenticity of sgnatures which have aphysca form, and this may give them adegreein
comfort in determining disputes. Also, individuals are familiar with Sgning their namesto
sgnify consent. 1t may be (dthough this cannot be verified) that the act of Sgning aname
may make it less likely for aperson to dispute the fact that he or she agreed to the terms of
an eectronic documen.

Nevertheless, it isfair to say that any digital system signature, absent the benefit of
presumptions under Legidation, is open to be chalenged asto its accuracy and reliability,
and if it is challenged, the evidence which will need to be led to verify its accuracy and
religbility islikely to be rdatively complex and time consuming (and thus more expensive than
smply proving the traditiona paper document). Thisisafactor that intending users ought to
consder.

There are undoubtedly way to minimise therisks of problems arising when entering into
commercid relationships. It may be that partiesintending to use the PenOp could include
termsin the andard agreements they enter into providing that the parties confirm their
acceptance of the system. Again, thisis amatter that needs to be addressed by individua
users, and appropriate advice taken.
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8.1

8.2

8.3

8.4

8.5

Conclusion

Under the generd law, aSgnatureis little more than amark thet is gpplied by aperson to a
document which verified that person’s assent to the contents of that document. 1t is useful
when it comes to enforcing agreements, as (absent an alegation that the document has been
tampered with or the Sgnature is not authentic) it is difficult to dispute awritten agreement
that has been signed by a party.”

Sofar asit is applied to particular commercia circumstances that are not otherwise affected
by statutory requirements, there is no apparent reason why the PenOp signature should not
prove to be as acceptable as a standard written signature. Written signatures are not
themsalves without risk of being challenged. Equally, the PenOp system provides an
dterndive that, whilst not free of the possibility of being chalenged, nevertheless appearsto
be sufficiently secure to suffice for ordinary commercid transactions, particularly where the
identity of the Sgning party isnot acritica issue.

Againg this generd background there are inevitably going to arise Stuations where the
legdity (and thus enforcegbility) of the PenOp signature will need to be assessed against
legidative or regulatory requirements. Such requirements may relate to the form of sgnature,
% or may relate to the form of the document (that it be of a particular type, ie not necessarily
electronic). Aswe have discussed, there are many areas where regulations and legidation
could affect the proposed operation of the PenOp digital signature, or indeed any other type
of digital 9gnature. Requirements for certain contracts to be “in writing” are but one
example of this and there is considerable scope for argument as to exactly what may
condtitute “writing” depending on the various definitions that may be provided.

A magor consideration for any person contemplating doing business viaa purely eectronic
medium is the enforceability of any agreement entered into. This not only depends upon
datutory requirements (whether it islegaly permissible to enter into a particular type of
agreement in a purely eectronic form) but also upon the capacity to “prove’ the agreement
in enforcement proceedings.

Evidentid difficulties arise both in repect of the eectronic document itself, and dso in
proving that the PenOp signature system rediably authenticates a document. The Evidence
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We note that no matter how secure asignatureisinidentifying a person’s assent to an agreement, it can
never prevent arguments being raised as to pre-contractual misrepresentations, or equitable or statutory
matters (such as unconscionabl e conduct either at equity, or under the Trade Practices Act) that may
otherwise vitiate the agreement.
For example, under the Interpretation Act 1984 (Western Australia), “sign” isdefined: “...includesthe
affixing or making of aseal, mark, or thumb print...”. Thuswhere aWest Australian Act requiresa
document to be signed, and does not otherwise provide a means of doing so, the affixing or making of a
seal, mark or thumb print will be satisfactory. However, the use of the words “includes’ means that
there are undoubtedly other acceptable methods. What is acceptable will depend upon the
circumstances and a construction of the particular Act or Regulation. It may be that the PenOp
signature method is acceptable in many cases, although thismust be approached on a case by case
basis, with advise taken prior to embarking on any course of conduct which relies upon such a method.
19



Acts of the various States and the Commonwedth dl have provisons facilitating proof of
“Business Records’, and severa aso have specific provisions governing computer
generated documents. This does not mean that it will necessarily be easy to prove an
electronic document in the face of a vigorous chalenge, dthough this may be the case
irrespective of the operation of the PenOp signature system.

8.6 It is most important for progpective users to identify as precisely as possible the nature of the
transactions to which it is proposed to apply the PenOp system, and to seek specific advice
in respect of such transactions. In thisway, possible problems can be identified and the user
may be able to minimise any risks.

8.7  If the proposed legidation regulating € ectronic commerce (such asthe ETA discussd
above) is enacted, and broadly similar legidation is enacted throughout the Audiralian States
and Commonweslth, then the use of digital Sgnatures for should be greetly facilitated.
However, no State or Territory, nor the Commonweslth, has at thistime actudly enacted
legidation in this regard.

This paper provides general information only, and it is not intended to be treated as being legal advice on any
specific issue, norisit intended to be exhaustive legal analysis on all aspects of the PenOp signature. If legal
adviceisrequired on any particular issue discussed in this paper the reader should seek specific advice from a

solicitor. No warranty is given for the accuracy of any of the information referred to or repeated in this paper.
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